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What is malware?

Malware, or 'Malicious Software’, is a tool use
by cyber criminals to compromise data an
disrupt computer systems, networks

A successful malware attack ¢
to severe reputational and
losses, along with co



Types of malware

Virus

Software that can duplicate itself and is
intended to compromise authentic programs
or systems

Ransomware
Ransomware is a harmful software that renders
data or systems inoperable until payment is made

Worm
Worms exploit software flaws or phishing to infiltrate
systems, risking entire networks

Trojan
Malware or viruses that masquerade as software to
infiltrate a victim's device

Spyware
Monitors user activity, such as tracking y
Or accessing your device's camera
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Sources of malware

e Real websites infected with malicious links
e Social media, SMS and app messages

e Attachments and email links

e Peer to peer (P2P) sharing

e Compromised software

e Fake websites
e USB sticks

e QR codes

e Fake apps

e Adware



Tips to avoid malware

Avoid clicking on unfamiliar or suspicious
links In emails, documents, websites o
code-sharing platfor

Refrain from installing softwar
apps from unverified so

Be cautious when op
that are unknow



Need help with
yOour INnsurance?

Our team of friendly advisors are
here to support you, whether you
need a quote or have a query.

01227 235 540

HEAD OFFICE

01233 222 562

ASHFORD BRANCH

Find more tips and resources:
www.gmtcommercial.co.u
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