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How to protect
your business
from phishing 

Resources



What is phishing?
Phishing is a cyber-crime using social engineering

to trick people into harmful online actions, like
clicking malicious links or opening attachments.
This can lead to malware or stolen information.

While often via email, phishing can occur
through SMS, social media, calls, QR

codes or messaging apps. It's a
major threat, targeting millions

every year.



What is smishing?

Smishing is a growing threat as cyber
criminals exploit the uniform look of texts.

Report suspicious messages to 7726 for free
and help the National Cyber Security Centre 
(NCSC) remove scams.



How to spot
phishing?

Context
Is the message unexpected? Is the sender 

responding to an outdated message thread
that doesn’t make sense?

Action
Is it a request to click a link, open

an attachment or transfer money?

Sender
Recognise the sender? Does the text sound

like them? Unsure? Avoid links or attachments.
Verify with the sender using trusted contact details.

Emotion
Does this message stir your emotions or

create a sense of urgency to take action?



Protect against phishing

Stay Alert! Always question and verify
before responding to suspicious messages. 

Avoid clicking on any links, files or
attachments that seem off.



Reporting phishing is vital in helping to
identify and reduce cybercriminal activity

Forward suspicious emails to:
report@phishing.gov.uk

Report SMS text messages to:
7726

Remember to delete the
email or text message

from your device

Reporting phishing

mailto:report@phishing.gov.uk


Our team of friendly advisors are
here to support you, whether you
need a quote or have a query.

Need help with
your insurance?

www.qmtcommercial.co.uk/hub
Find more tips and resources:

01227 285 540
HEAD OFFICE

01233 222 562
ASHFORD BRANCH


	Resources
	How to protect your business from phishing
	QMTCOMMERCIAL

	What is phishing?
	What is smishing?
	How to spot phishing?
	Protect against phishing
	Reporting phishing
	Need help with your insurance?
	Our team of friendly advisors are here to support you, whether you need a quote or have a query.
	01227 285 540
	01233 222 562
	Find more tips and resources:
	www.qmtcommercial.co.uk/hub



